SETTING UP WEBHOOKS IN SERVICENOW

*Tested in ServiceNow version “Rome”

Navigate to System Web Services > Scripted Web Services > Scripted REST APIs
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Find and click on the new Scripted REST Service
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Scroll to the bottom set of tabs and click New under Resources tab
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BaseAPIpath | /api/488748/mist_device_events
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APl definition Mist-Device-Events ® Application Global 0]
sk Name | MistDevice-Events Resource [ Active v
Request routing
The route configuration specifies the 'HTTP method" and 'Relative path'.
P “fabefidy: he d va at Request AP
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By default resources 'Require authentication’ and 'Require ACL authorization". APIs see our product docs.
‘To require authorization, select the 'Requires ACL authorization' rd(: the 'ACL field "Default ACLs' L
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R The route configuration specifies the "HTTP method and ‘Relative path'
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Uncheck “Requires authentication” and click Submit

SErviCeNOW  service Management @ System Administrator > Q. ¢ (?) ¢

¢ == ScriptedREST Resource S =
restapi @ = New record =

'ACCess request detalls INCLUAING UKI Patn parameters, query parameters, neaders, and te request D0y UsiNg te: KequesT AVl

= * o© Configure the response including setting the HTTP stalis code response body, and any response headers using the: Response APU
More info
System Web Services
M ksaipp @ ¢ D E 3 35 Q v o Q@ H % W >
RES[AP'EXP‘D(ET 1 (function process(/*RESTAPIRequest*®/ reguest, /*RESTAPIResponse*/ response) {
2
3 /1
W Scripted Web Services b
5 })(request, response);

Scripted REST APIs

Protection policy ~None —
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Resources can specify security settings that override the parent settings.

By default resources 'Require authentication’ and 'Require ACL ion'. To make a re: public, meaning is required to access uncheck ‘Require: ication. For more info about
configuring Scripted REST APIs see our product docs.

‘To require authorization, select the 'Requires ACL authorization' check box and select an ACL record(s). Leave the ‘ACL* field blank to enforce the 'Default ACLs' from the parent API. Access is granted if at least one matching ACL
record is found.
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Navigate back into the new Resource
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Make note of the Resource path. In the below example, the resource path is “/api/488748/mist_device_events”

Add the following Javascript to the Script section and click Update

var Input = request.body.dataString;
gs.log(Input);

Note: This code defines variable “Input” with the contents of the webhook as a string and gs.log() sends it to

ServiceNow’s system logs.
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This completes the initial setup for webhooks in ServiceNow. The Script section of the request resource is a great
place to parse incoming data or create incidents based on the information coming into this resource.



SETTING UP WEBHOOKS IN MIST

Navigate to https://api.mist.com/api/v1/orgs/:org id/webhooks where “:org_id” = your Mist Organization ID

can be found by navigating to Organization > Settings
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Copy the below text into the Content section of the form and replace the section [URL-to-your-ServiceNow-Instance]

to the actual location of your ServiceNow instance and add the resource path from ServiceNow press POST.

"name": "SNOW Test",

"url": "https://{{ service_now_instance_url }}/new_resource_path",
"enabled": true,

"verify_cert": true,

"topics": [

"device-events"




afiore@juniper.net

Create Org ' Get Update Delete Org ' Getall Create Org Webhook

Getall Create Org Webhook

POST /api/vl/orgs/21de

abcb-4591-8aB1- C546ebI9FOFS/webhooks

HTTP 200 OK
Allow: POST, OPTIONS,
Content-Type: applic
Vary: Accept

Media type: application/json

Content:

afiore@juniper.net

Create Org / Get Update Delete Org / Getall Create Org Webhook

Getall Create Org Webhook

POST /api/vl/orgs/21deac?f-abcb-4591-8a81- C546eb9970F5/webhooks

OPTIONS GET ~

HTTP 200 OK

Media type: application/json

Content:

TESTING WITH POSTMAN

SENDING A FAKE WEBHOOK TO SERVICENOW

Create a new request in Postman, select request type as POST and the URL the same as in the webhook you created
in Mist.




. No Environment vy ® =

Launchpad ServiceNow - Fake webhook @ (3) oo
» ServiceNow - Fake webhook Examples 0 ¥ Z E

POST v hupsildeVIOI081 sece now.comapi488748/mis device_evencs EN -
Params  Authorization  Headers (15) Body ®  PrerequestScript  Tests  Sewings Cookies Code

Query Params

KEY VALUE DESCRIPTION ***  Bulk Edit

Click Headers and create a new key named Content-Type and set the value to application/json

- No Environment vy ©® =
Launchpad ServiceNow - Fake webhook @ (3) oo
» ServiceNow - Fake webhook Examples 0 ¥ =
POST v  hups://dev101081.service-now.com/api/488748/mist_device_events “ Save ¥
Params  Authorization  Headers (10) Body ®  PrerequestScript  Tests  Settings Cookies Code
Headers © 9
KEY VALUE DESCRIPTION ***  BulkEdit Presets v

content-type application/json

Click Body and select raw. Optionally set highlighting to JSON then copy/paste this information into the body of the
request:

“topic”: “device-events”,
"events": [
{
"ap": "100000000001",
"ap name": "Access Point 1",
"org id": "12345678-1234-1234-1234-123456789%abc",
"site id": "abcdefgh-abcd-abcd-abcd-abcdefghijkl",
"site name": "Test Site 1",
"timestamp": 1597994894,
"type": "AP CONFIGURED"

"ap": "200000000002",

"ap name": "Access Point 2",

"org id": "12345678-1234-1234-1234-123456789%abc",
"site id": "abcdefgh-abcd-abcd-abcd-abcdefghijkl",
"site name": " Test Site 1",

"timestamp": 1597994894,

"type": "AP CONFIGURED"



Launchpad

» ServiceNow - Fake webhook Examples 0 v BUILD 2z

"ap": "300000000003",

"ap name": "Access Point 3",

"org id": "12345678-1234-1234-1234-123456789%abc",
"site id": "abcdefgh-abcd-abcd-abcd-abcdefghijkl",
"site name": " Test Site 1",

"timestamp": 1597994894,

"type": "AP CONFIGURED"

"ap": "400000000004",

"ap name": "Access Point 4",

"org id": "12345678-1234-1234-1234-123456789%abc",
"site id": "abcdefgh-abcd-abcd-abcd-abcdefghijkl",
"site name": " Test Site 1",

"timestamp": 1597994894,

"type": "AP CONFIGURED"
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POST v | hups://dev101081.service-now.com/api/488748/mist_device_events “ Save v

Params Authorization Headers (10) Body ® Pre-request Script Tests Settings Cookies Code
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON ¥ Beautify
1 q
2 "events”: [

3 {

4 "ap": "100000000001",

5 "ap_name": "Access Point 17,

6 id": "12345678-1234-1234-1234-123456789abc",
7 abcdefgh-abcd-abcd-abcd-abcdefghijkl”,
8 "Test Site 1",

9 "timestamp": 1597994894,

1e "type": "AP_CONFIGURED"

11 I

12

13 ap": "200200002002",

14 "Access Point 2",

15 "12345678-1234-1234-1234-123456789abc",
16 "site_id abcdefgh-abcd-abcd-abcd-abcdefghijkl”,
17 "site_name": " Test Site 1",

18 "timestamp": 1597994894,

139 "type": "AP CONFIGURED" o

Click Send and review response
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» ServiceNow - Fake webhook
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Params
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Body Cookies (3)

Pretty

1
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https://dev101081.service-now.com/api/488748/mist_device_events

Authorization Headers (10) Body @ Pre-request Script Tests Settings

® form-data @ xwww-form-urlencoded @ raw @ binary @ GraphQL  JSON

“events": [

Raw

{

15

: "100002000001",

"Access Point 1",
"12345678-1234-1234-1234-123456789abc",
: "abcdefgh-abcd-abcd-abed-abcdefghijkl”,
"site_name": "Test Site 1",

"timestamp": 1597994894,

Headers (13)  TestResults

Preview Visualize Text v
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save i

Status: 200 0K Time: 264 ms
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REVIEWING WEBHOOK INFO IN SERVICENOW
Navigate to System Log > All

SErviCenOW. service Management
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system log (©)

= 10 S All>Created on Today
& Message
System Logs
search Search search Search

Transactions

2020.08:3120:55:00  Information *** About to synchronize sve_ci_assoc *** *** Seript
‘Transactions (All user)

2000831205500  Information *** Done synchronizingsvc_ci_assoc *** *** Script
Transactions (Background)

2000831205312 Information Ater GC, total memory:388mb, used: 180mb, reclaimed: 19 Memory
Client Transactions

2000831205125  Information Email Digest complete processed=0 error=0 clapsedms=3 EmailDigest
Emails

2020.08-3120:5001  Information *** Done synchronizing svc_ci_assoc *** *** Script
Push Notifications
s 2200831205001 Information *** About to synchronize svc_ci_assoc *** Script
- 0200831204802 Information Table: sys_db_cache, time: 0:00:00.003 {total rows=T, started=2020-08-31 20:48:13, bulk operations time=0:00:00.001, estimated delete count=0, estimate TableCleaner

1ime=0:00:00.002, deleteMethod=chunkDelete}

Table: sys_cache flush, {total rows=122, 8-3120:47:30, X d ), estimate
1ime=0:00:00.002, deleteMethod=chunkDelete}

TR 2000831204730 Information TableCleaner
Outbound HTTP Requests (
events [
Signature Images {
*ap": "100000000001,
D —— *ap_name" *Access Point 1°
org.id": "12345678-1234-1234-1234- 123456789abc,
o “site_id" *abcdefgh-abed-abed.abed-abcdefghij’
& logs “site_name": "Test Site 17,

Wamnings

Ermors
"ap”: "200000000002",

“ap_name": "Access Point 2°,

“org_id": "12245678-1224-1234-1224-123456789abc”,
“abedefgh-abed-abed-abed-abedefghijkl’,
“site_name": * Test Site

Script Log Statements

https://dev101081: _userpref_r 7690c028016..

Payload of Postman request should be shown in the system log

< | = Log Entry
= Created 2020-08-31 20:46:24

Tt

wo N

Level Information
Source *** Script
Created 2020-08-3120:46:24
Message {
"events":
{
"ap": "100000000001",

Related Links
Show Log Entries

"ap_name": "Access Point 1",

"org_id": "12345678-1234-1234-1234-123456789abc",
"site_id": "abcdefgh-abcd-abcd-abed-abedefghijkl”,
"site_name": "Test Site 1",

"timestamp": 1597994894,

"type": "AP_CONFIGURED"

"ap_name": "Access Point 2",

"org_id": "12345678-1234-1234-1234-123456789abc",
"site_id": "abcdefgh-abcd-abcd-abcd-abcedefghijkl”,
e_nam Test Site 1",

"timestamp": 1597994894,

"type": "AP_CONFIGURED"

"ap": "300000000003",
"ap_name": "Access Point 3",
"org_id": "12345678-1234-1234-1234-123456789abc".




ADDITIONAL RESOURCES

ServiceNow Developer Instance
https://developer.servicenow.com/

Mist Documentation
https://api.mist.com/api/vl/docs/Org#org-webhooks

Postman
https://www.postman.com/




