
 

Configure Juniper Mist Cloud 
This guide describes how to set up and test your Juniper Mist environment so you can use it 
with Orion Wifi:  
 

● Log in to the Mist Dashboard as a user with administrative privileges. 
● Configure the Wireless LAN, Hotspot 2.0 and RadSec service options. 
● Upgrade Mist APs to support Hotspot 2.0 

 
Log in to the Juniper Mist Dashboard 
To start the configuration process, log in to the Mist dashboard as admin.  For existing 
environments with additional users, log in as a user with administrative privileges. 
 

 
 
The Juniper Mist dashboard appears. 
 



 

Set WLAN, SSID, and RadSec server options 
Site identifier 
Orion WiFi uses the NAS identifier (NAS-ID) to identify your venue (a site location) with each 
RADIUS access request. If you're new to Orion WiFi, we recommend creating a new SSID to 
avoid impacting any existing SSID configurations running in production.  
 
RadSec connection 
It’s important to set up a secure RADIUS connection between Mist APs and Orion WiFi. 
 
Orion WiFi uses RadSec (RADIUS over TLS) to ensure end-to-end encryption of AAA traffic. 
Mist natively supports RadSec, AAA traffic is directed directly to Orion’s RadSec server inside 
an encrypted RadSec tunnel. 
 
Note: There are a number of options to set. Only the options that require your input are shown. 
Default values are used for options that don’t need adjustment. 
 



1. Select Network > WLANs from the Juniper Mist Dashboard. 

 
 
The WLANs page appears. 
 

2. Select the Site to use at the top left and click Add WLAN in the top right corner. In this 
example, the site is “Primary Site”. 

 
 
The New WLAN page appears. 

 
 



3. For SSID, enter “Orion” or any other name to your liking, it is not important. 

  
 

4. For Security, select WPA-2/EAP (802.1X). 

 
 
Red text appears at the top left indicating that you have to add at least one RADIUS 
authentication server. 
 

 
 

5. For RadSec, verify that RadSec is Enabled, and click Add a Server under Server 
Addresses: 

 



The New Server dialog box appears: 

 
Please configure the Server Name field. This is required by the Mist APs to verify 
RadSec server identity: 

 
 

6. Enter the RadSec service values shown for the primary server, and click OK. 
 
Primary RadSec server values: 

Name Description Value 

Host Orion RadSec IP 
address or an 
FQDN 

 
See Deploy and 
configure RadSec 

216.239.32.91 

Port Port for RadSec 
secure tunnel 

2083 (default) 



 
7. To add a secondary radsec server for redundancy/HA, click add a server again under 

RadSec Servers to add a backup server - 216.239.34.91. 
 

8. For a NAS Identifier, enter a meaningful description of the access point and site, such 
as “Shopping-Center_123-Main-Street_City_State_Zip”. Because this identifier is limited 
to 48 characters, full addresses might not be possible. Note that NAS ID is used as a 
network identifier in Orion WiFi and important to be distinct and unique. 
 

9. Enable “Hotspot 2.0” and enable operator “Google” from the drop-down. Venue Name 
field can be left blank, in which case “Site Name” will be automatically used as the 
venue-name. 

 
 
The New WLAN page should look like this example. 
 

Server Name RadSec server 
certificate name 
used to verify 
Orion server 
identity 

*.orion.area120.com 



 
 

10. To complete the New WLAN creation process, click Create in the top right corner. 
 

 
 
The WLANs page appears and displays the new Orion SSID. 
 



 
 

Provision Orion RadSec certificates to the Mist 
Cloud 
To enable secure and trusted RadSec communication between Mist APs and Orion’s RadSec 
servers, it is required to provision Orion’s SSL certificates to the Mist Cloud. 
On the Orion settings page click on the “Generate RadSec Certificates” button to download a 
zip file containing all the necessary files: 

 
The first step is to prepare the certificate files. Unpack the zip archive. 
 
There are two important parts required to provision all certificates to the Mist Cloud: 

1. AP (client) certificate and private key – this is the certificate that is unique to your 
particular Orion account, and will be presented by each Mist AP that belongs to the 
same Mist Org: 

 



2. Orion’s Root CA certificates – these are the root CA certificates that we need to 
include in the trust chain for the Mist APs to verify the validity of Orion’s RadSec server 
certificates: 

 
 
Open each of the above files in any text editor to get ready for the next step. The following 
process can be used to easily publish Orion RadSec certificates to the Mist Cloud.  
 

3. On the Mist Dashboard navigate to Organization > Settings 

 
 

4. Scroll down to the RadSec Certificates section. Click on the “Add AP RadSec Certificate” 
and paste contents of the key.pem file to the Private Key field, and contents of the 
cert.pem to the Signed Certificate field. Save after you are done.: 



 

 
5. Now click on the “Add a RadSec Certificate” link and add each and every CA certificate 

that you downloaded from Orion, one by one: 

 



 
Repeat the same steps for bw.radsec.cacert.pem, openroaming.cacert.pem, 
openroaming.root.cacert.pem. At the end you should see 4 RadSec certificates 
showing up: 

 
Do not forget to save all changes in the top right corner of the screen: 



 
Note that after this procedure is complete, any Mist AP (existing or new) that is claimed 
to your Organization will automatically have Orion RadSec certificate provisioned and 
ready to be used.  

Upgrade your Mist APs to support Hotspot 2.0 
In order to support Hotspot2.0 a Mist AP needs to run 0.8.21116 or higher firmware.  
In order to upgrade your APs manually navigate to Access Points tab, select all or several APs 
you would like to upgrade and initiate the upgrade procedure. It is also possible to set your 
auto-upgrade image under Site settings to make sure all new APs will be upgraded to the same 
version. 
Note it takes about 20 seconds for the Mist AP to reboot to apply a new firmware: 
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